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The General Data Protection Regulation 

Effective from 25 May 2018 the General Data Protection Regulation (GDPR) 
will apply. This means that effective from aforementioned date the same 
privacy legislation will apply within the entire European Union (EU). The 
Dutch Personal Data Protection Act will expire then.  
 
The GDPR even applies to controllers and processors outside the EU if they 
process personal data related to the supply of goods / services to natural 
persons (private individuals) in the EU or the monitoring of conduct of private 
individuals within the EU. 
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Some terms: 

Controller:  
Establishes, individually or 
in association with others, 
the objective and the 
resources for the 
processing of personal 
data. 

Processing of personal data:  
Each and every operation or set of operations 
(action(s)) performed on personal data.  

Special personal data:  
Special personal data is data about 
religion or personal beliefs, political 
preference, health, sexual orientation, 
race, criminal past and, for instance, 
the Civil Service Number (“BSN”).  

Processor 

Processor: 
The party that processes 
personal data for the benefit 
of the controller without being 
subject to the latter’s direct 
authority.  

Personal data:  
Any and all data 
regarding an identified or 
identifiable natural 
person. 

Data subject:  
The person to whom 
personal data is related.  
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Legal basis 

(inter alia consent) 

Special personal data 

Explanation Advice 

Objectives 
 
When collecting personal data it must be clear for 
what objectives the said personal data is 
collected.  

Define and analyse what personal data is 
collected for what objectives. These objectives 
must be well-defined, expressly described and 
justified. 

Legal basis 
 
There must be a legal basis for the processing of 
personal data.  

Assess whether there is a legal basis for each and 
every processing operation. These are: consent, 
an agreement, statutory obligations of the 
controller, vital interest of data subject, the 
execution of public service remit, legitimate 
interest.  

Consent? 
 
Consent can be a legal basis for data processing. 
Attention! The data subject can always revoke the 
consent.  

1. Assess whether consent can be a basis. 
2. The consent must have been given freely, 

unambiguously and demonstrably. 
3. This requires an active act evidencing this. 
4. For instance, no pre-ticked boxes. It must be 

made transparent in clear language to the data 
subject what the consent is being given for. 

5. Retain a (digital) copy that shows that the consent 
was given.  

Special personal data 
 
Special personal data is? data about religion or 
personal beliefs, political preference, health, 
sexual orientation, race, criminal past and, for 
instance, the Civil Service Number (“BSN”). 
Special personal data cannot be ‘processed’, 
unless a statutory exception applies. 

Define and analyse whether the organisation 
processes special personal data and if so, 
whether the processing is permitted. Attention: a 
(passport) photo also qualifies as special personal 
data as it may refer to racial features and/or 
religious data.  

Objectives 



 

Explanation Advice 

Proportionality / subsidiarity 
 
If the objective can also be realised in an 
alternative way which breaches the privacy of the 
data subject less than the said way, this alternative 
should be chosen. Only the personal data that is 
required to realise the objective can be collected. 

Apply this test when determining what data is 
collected. Can the objective also be realised in a 
different way? Will the objective also be realised if 
less personal data is processed?  

Personal data record 

Retention 

Proportionality / 

subsidiarity 

Personal data record 
 
A record is required if 250 or more employees are 
employed, risky processing acts take place, 
processing of personal data takes place 
structurally or if special personal data / criminal 
personal data is processed.  

The various processing activities within an 
organisation are recorded in the record. Assess 
whether a record must be kept. If so, make sure 
that the required information is registered. This 
record must be submitted to the Dutch Data 
Protection Authority (“AP”) at first request.  

Retention 
 
Personal data may not be retained longer than 
required for the objectives for which they were 
collected. What retention period is related to a 
certain processing operation depends on the 
processing and the objectives. For instance, with 
regard to a personnel dossier a retention period of 
two years after the end of the employment usually  
applies.  

Determine for each and every (category of) data 
processing what retention period is appropriate. 
The retention period must be in line with the 
objectives for which the data was collected. Make 
sure to provide for an (automated) system on the 
basis of which collected data is destroyed.  



 

Processing agreement 
 
The controller and the processor must agree on 
arrangements about, for instance, the duration 
and objective of the processing, confidentiality, 
security measures and supply of information.  

The controller and the processor often conclude a 
separate processing agreement for this, however 
these arrangements can also be part of the main 
agreement or be part of general terms and conditions. 
A number of topics are statutorily mandatory but 
depending on the type of collaboration specific other 
topics (e.g. liability) can be regulated. 

Rights of data 

subjects 

Informing data 

subjects 

Processor 

Processing 

agreement 

Explanation Advice 

Rights of data subjects 
 
The data subject is entitled to, inter alia, insight, 
rectification, deletion, limitation of the processing, 
data portability and objection.  

Make sure that it is known who is responsible for the 
handling of requests of data subjects. Check whether 
the systems in which the data is processed / retained 
were also set up in such way that the obligations can 
actually be met.  

Informing data subjects 
 
The data subject must be informed about the 
processing acts that take place and his / her rights 
in connection therewith. In certain instances there 
is no obligation to provide information, for instance 
if the data subject already has the information. 

Define and analyse on the basis of the personal data 
to be processed whether and how the data subjects 
must be informed, for instance by preparing a 
privacy statement. 



 

Define and analyse what measures have already 
been taken, determine what risk profile belongs to 
the processing acts and whether the imposed 
measures are sufficient. Also provide for a procedure 
to test, assess and evaluate the imposed measures 
at fixed times. A PIA can be of help with this.  

Incident record 
 
Any and all breaches in connection with personal 
data must be included in a record. The incidents 
that do not need to be reported to the AP must also 
be recorded. In this respect the facts with regard to 
the breach, the consequences and the imposed 
measures must be registered.  

Set up an incident record. Also make sure that all 
employees are informed of the fact that breaches 
that (potentially) involve personal data must be 
reported internally. 

Notification obligation of a personal data 
breach 
 
When the security measures are breached, the said 
breach must be reported if it is likely that there 
consequently is a risk to the rights and freedoms of 
the data subjects. If this risk is high the data 
subjects should in principle also personally be 
informed of the breach. Breaches do not just include 
hacks but also the loss of a USB stick or sending an 
email to the wrong person.  

Notification to the AP must take place at the latest 72 
hours after the discovery. It is important to have a 
scenario ready for this. It must be clear within the 
organisation who is responsible internally, who 
defines and analyses the scope and impact, who 
makes the notification, what the communication 
strategy is, etc. Employees must also be familiar with 
the fact that a breach must be reported internally.  

Incident record 

Security 

Notification 
requirement 

data leaks  

Explanation Advice 

Security 
 
To guarantee the security of the personal data 
appropriate technical and organisational measures 
must be taken. In this respect the following factors 
must be taken into account: technological 
developments, implementation costs, scope, 
context and objectives of the processing and the 
risks to the rights and freedoms of the data 
subjects.  



  

Assess whether a DPO needs to be appointed. 
Attention! Even if a DPO is appointed voluntarily the 
statutory obligations applicable to a DPO must still 
be complied with.  

PIA 
 
A PIA is an instrument with which privacy risks of 
certain processing acts are listed. A PIA is 
compulsory prior to the processing that will likely 
result in a high risk to rights and freedoms of 
natural persons. 

Define and analyse whether a PIA is required or 
appropriate. A PIA can also offer insight into the 
present state of affairs with regard to the privacy 
risks, serve as a ‘baseline measurement’ and offer 
insight into yet to be taken measures.  

Transfer 3rd countries 
 
Personal data can only be transferred to countries 
outside the European Economic Area in specific 
instances, e.g. to countries where an appropriate 
level of protection applies or if approved Binding 
Corporate Rules are applied.  

Define and analyse whether personal data are 
transferred to countries outside the EEA. In this 
respect transfers that you may not be aware of, e.g. 
to a hosting party with servers outside the EEA, 
must be taken into account.  

Transfer 
3rd 

countries 
PIA 

Data Protection Officer 

Explanation Advice 

Data Protection Officer 
 
The DPO is an internal supervisor who carries out 
independent supervision within an organisation on 
the processing of personal data. A DPO can be 
appointed voluntarily but is mandatory if it regards 
an official authority / body or if special personal 
data is processed on a large scale or if persons 
are observed systematically and this represents a 
key activity of the processor.  
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