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Subject : FATCA and the assessment of its compatibility with the GDPR 
 
 
 
Dear Dr. Jelinek, dear members of the EDPB, 
 
We are writing on behalf of the Association of Accidental Americans and on behalf of your fellow EU citizens 
who are referred to as "accidental Americans” whose personal information has been sent to the United States 
by EU/EEA Member States under the FATCA framework for more than six (6) years whereas they have no 
real link with the US besides being born there. 
 
 

1. The EDPB call for a compliance check on the FATCA agreements one year ago 
 
In a statement dated 13 April 20211, the European Data Protection Board (EDPB) has invited the EU/EEA 
Member States to evaluate and, if necessary, review international agreements involving the transfer of 
personal data to third countries, particularly in the area of taxation.  
 
An informational note annexed to the statement has made it very clear that this call for assessment directly 
concerned the different FATCA agreements between the individual EU/EEA Member States and the US. 
 
 
 
 
 
 

                                                 
1 https://edpb.europa.eu/our-work-tools/our-documents/other-guidance/statement-042021-international-agreements-
including_en 
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2. No significant progress but a ping-pong game between the EU and national levels 
 
Now we are exactly one year later and, at least looking at it from the outside, no significant progress has been 
made in this matter. Unless we are mistaken, there is no single EU/EEA Member State which has 
communicated about this assessment and/or which could confirm that their FATCA agreements are compliant 
with the EU/EEA personal data protection acquis.  
 
The only echo we hear is that the EU/EEA Member States are having difficulties making this assessment and 
send the ball back to the EU level in order to have a coordinated approach (see, e.g., the EU Presidency 
Working Paper of 12 May 2021, Annex 1) :  
 

“After the Commission invited the Member States to engage with their national data protection 
authorities, several Member States suggested a coordinated approach to tackle the matters at 
hand. Some Member States also expressed the need for more detailed guidance on how to 
proceed in relation to Member States’ international agreements that provide for data transfers 
for tax purposes, as well as on the adequacy under the GDPR of the exchanges of information 
for tax purposes that occur under the OECD’s Common Reporting Standard.” 

 
Also, the further discussions at the EU level did not seem to lead to any tangible results (see, e.g., The EU 
Presidency Working Paper of 19 October 2021).  
 
 

3. The violations of EU data protection law are multiple and serious. 
 

Neither at the level of the Council of the EU, nor at the level of the EU/EEA Member States, a clear statement 
has been made as to the compatibility of the FATCA agreements with the EU data protection legislation, most 
certainly because the FATCA legal framework simply cannot be defended from a data protection regulatory 
perspective for several reasons, some of which we have – without being exhaustive – explained a bit more in 
detail.  
 
This situation is surprising and unacceptable and requires immediate remediation as  
 
• the relevant GDPR provisions in essence do not differ significantly from the Directive 95/46/CE which 

was applicable at the time of the adoption of the FATCA agreements between the different EU/EEA 
Member States and the US ; and  
 

• the EDPB’s predecessor, the so-called Article 29 Working Party, already had issued very clear 
directives in its 2015 Guidelines for Member States on the criteria to ensure compliance with data 
protection requirements in the context of the automatic exchange of personal data for tax purposes2. 

 
 

a. A serious violation of the principle of accountability 
 
According to these 2015 guidelines, “Each Member State should consider implementing an agreed Privacy 
Impact Assessment aiming to ensure that the data protection safeguards are adequately addressed and a 
consistent standard is applied for the tax cooperation agreements by all EU countries.” 
 
Obviously, the EU/EEA Member States have not carried out such a privacy impact assessment and, logically, 
do not seem to know where they stand in terms of their personal data protection compliance. If they do, they 
would not have any problems in providing the necessary justifications that their FATCA agreements are 
compliant from a data protection regulatory perspective.  
 
This lack of documentation and of a serious prior assessment of the data protection risks in relation to the 
relevant FATCA agreements is a blatant violation of the principle of “accountability” within the meaning of 

                                                 
2 https://ec.europa.eu/newsroom/article29/redirection/document/56084 
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Articles 5 and 24 GDPR. This is reprehensible as such, independently from the violations of other GDPR 
provisions that may result from this lack of analysis.  
 
Even when the EDPB has clearly called to assess the FATCA agreements under the provisions of the GDPR, 
we know that some EU/EEA Member States (Belgium and Luxembourg to mention some) like to play “cat 
and mouse” and refer to article 96 GDPR, in which event things should be analysed in the light of Directive 
95/46/EC. To the extent that these EU/EEA Member States justify the international transfer of personal data 
on “appropriate safeguards” (art. 26(2) Directive 95/46/EC and art. 46(2)(a) GDPR), it is obvious that they 
should have made a prior assessment on the processing of FATCA induced data and their transfer to the US in 
order to be sure that the safeguards adopted are “appropriate” taking into account the risks identified in the 
course of that assessment. 
 
 

b. A serious violation of the rules on international data transfers  
 
The current FATCA agreements with all EU/EEA Member States violate the provisions of the GDPR on 
international data transfers, as well as those of Directive 95/46/EC (which has been replaced by the GDPR but 
which, as per article 96 of the GDPR that some EU/EEA still dare to refer to, would still be in force for 
international agreements concluded before the adoption of the GDPR) for, amongst others, the following 
reasons : 
 
• No public interest. Many tax authorities and/or FATCA related legislation3 in the EU Member States 

rely on “public interest” as a derogation for international data transfers within the meaning of article 
26(1)(d) of Directive 95/46/EEC and article 49(1)(d) GDPR in order to justify the international data 
transfer and, also, the European Parliament came in a recent study to the conclusion that no other 
justification ground could be relied upon4.   

 
However, it is a settled position of the EDPB that “public interest” refers to the public interest of the 
EU/EEA or an EU/EEA Member State and not to the sole interest of a non-EU/EEA country, so that 
when an authority of a non-EU/EEA country requests data, this must take place “in the spirit of 
reciprocity for international cooperation”5. 

 
Under the different FATCA arrangements – and even when they made promises in this respect in the 
respective FATCA agreements –, the US have until date not foreseen an equivalent reciprocity in 
relation to the type of data that they receive via such an automatic exchange from the different EU/EEA 
Member States every year. Indeed, the IRS does not send information related to the account balance or 
value at the end of the calendar year, whereas the tax authorities of the EU/EEA Member States have to 
provide such information. The reason for the IRS not doing so, is – very ironically – that the US banks 
do not want to provide that data … for privacy reasons6. 

 
In our exchanges with some tax authorities, several EU/EEA Member States (e.g., Belgium and the 
Netherlands) dare to say that there is an equivalent reciprocity. This shows at what point some EU/EEA 
Member States hopelessly try to defend their FATCA agreements because both the EU and the US have 
clearly stated that there is no equivalent reciprocity.  

 
Indeed, the Finish Presidency of the Council of the EU has come to the hard conclusion in December 
2019 that there is a “lack of equivalent reciprocity in exchange if financial account information”7. This 
position was approved by the Council High Level Working Party on Tax issues, which unites the 
representatives of all EU Member States.  

 

                                                 
3 See, e.g., Article 16, §2 of the Belgian 2015 FATCA Act.  
4 https://www.europarl.europa.eu/RegData/etudes/STUD/2018/604967/IPOL_STU(2018)604967_EN.pdf 
5 EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679. 
6 https://www.aba.com/about-us/press-room/press-releases/ABA-Statement-on-Bank-Reporting-Proposal. 
7 https://data.consilium.europa.eu/doc/document/ST-15021-2019-INIT/en/pdf 
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Also, the Commissioner of the IRS, Mr. Charles Rettig, admitted in a hearing in front of the US Senate 
on 7 April 2022 that  

 
“When FATCA was passed, we committed to our partners, our exchange partners around the 
world, that we would pass a similar provision with respect to reciprocal FATCA and it has not 
occurred yet, and so we are receiving information from them but S institutions are not providing 
that information”8 

 
Even if there would be an equivalent level of reciprocity, it is the position of the EDPB that the 
derogation ground in article 26(1)(d) of Directive 95/46/EEC and article 49(1)(d) GDPR cannot serve 
for “large scale” and “systematic” data transfers9. 
 
Therefore, there cannot be any other conclusion than that the derogation ground of an “important public 
interest” cannot be relied upon and that, in the absence of another justification ground, this international 
transfer of data is illegal.  
 

• No appropriate safeguards. All EU/EEA Member States (some such as France already realised 
earlier) start to understand that article 26(1)(d) of Directive 95/46/EEC and article 49(1)(d) GDPR may 
not be a reliable ground to legitimise the transfer of FATCA induced personal data to the US. They are 
trying to justify these transfers on the ground that “appropriate safeguards” within the meaning of 
article 26(2) Directive 95/46/EC and article 46.2(a) GDPR would have been put in place in the FATCA 
legal framework. The EU/EEA Member States refer in this respect to the principle that FATCA induced 
data will only be used for tax and no other purposes.  
 
However, as the Article 29 Working Party Guidelines for Member States on the criteria to ensure 
compliance with data protection requirements in the context of the automatic exchange of personal data 
for tax purposes (2015) and the EDPB Guidelines 2/2020 on articles 46(2)(a) and 46(3)(b) of 
Regulation 2016/679 for transfers of personal data between EEA and non-EEA public authorities and 
bodies clearly show that many other requirements must be met in order to conclude that “appropriate 
safeguards” are guaranteed. We will show below – and again without being exhaustive – that the 
FATCA legal framework does not even respect some of the most basic principles of EU data protection 
law and, more particularly, the principles of proportionality and purpose limitation. 
 
As indicated above, no single EU/EEA Member State has demonstrated that it fully complies with 
the EDPB Guidelines 2/2020. 
 
Moreover, as the FATCA data transfers have been implemented before the entry into force of the 
GDPR, they need to benefit from an authorisation of the EU/EEA Member State concerned as per 
article 26(2) of Directive 95/46/EC. 
 
In any event, tax authorities in EU/EEA Member States that are serious about relying on “appropriate 
safeguards”, must in principle, make a “reference to the appropriate or suitable safeguards and the 
means to obtain a copy of them or where they have been made available” in the information that they 
must provide to the relevant data subjects as per article 14 GDPR. We have seen that tax authorities 
very often do not make any reference to such appropriate safeguards in their information towards the 
relevant data subjects. 
  
 

c. A serious violation of the principle of purpose limitation 
 
Furthermore, FATCA agreements are concluded for vague purposes (e.g., “to improve international tax 
compliance”), whereas in the 2015 guidelines of the Article 29 Working Party, the predecessor of the EDPB 
correctly stated that purpose wording such as “tax evasion” or ”improvement of tax compliance” “may appear 

                                                 
8 https://www.finance.senate.gov/hearings/the-irs-the-presidents-fiscal-year-2023-budget-and-the-2022-filing-season (as 
from 01:25:45 
9 EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679. 
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vague and insufficiently clear, allowing too much flexibility to the competent authority”. In this respect the 
FATCA agreements and the corresponding data transfers thus infringe article 6(1)(b) of Directive 95/46/EC 
and 5(1)(b) GDPR. 

 
 

d. A serious violation of the principle of proportionality 

It is impossible that the FATCA arrangements meet the necessity, proportionality and minimisation 
requirements in article 6(1)(c) of Directive 95/46/EC and 5(1)(c)  GDPR. As the Article 29 Working Party has 
underscored in its 2015 guidelines (under reference to the seminal judgment of the CJEU in cases C-293/12 
and C-594/12, Digital Rights Ireland, Seitlinger a.o.,), “tax cooperation agreements should include provisions 
and criteria that explicitly link information exchange and, in particular, the reporting of personal data 
concerning financial accounts to possible tax evasion”.  
 
Also, the EDPS has correctly stated in its Opinion 2/2015 on the EU-Switzerland agreement on the automatic 
exchange of tax information that  
 

“the Agreement should have included provisions and criteria that explicitly link the reporting of 
personal data concerning financial accounts to possible tax evasion and that exempt low-risk 
accounts from reporting. In this respect, such criteria should be applicable ex ante to determine 
which accounts (and which information) would need to be reported. Only at that stage once the 
relevance (or irrelevance) of the reporting for the purpose of countering tax evasion has been 
established- the electronic search might help determining the residence of the account holder.” 

 
Even more importantly, the CJEU, in a recent judgment of 24 February 2022 in case C-175/20, has stated very 
clearly that tax authorities cannot proceed in a generalised and undifferentiated manner to the collection 
of personal data and should refrain from collecting data which are not strictly necessary to achieve the 
goals of the objectives. Also, the CJEU calls for the introduction of a more targeted approach on the basis of 
specific criteria. 
 
This means that any automatically exchanged information under FATCA must relate to a proven risk of tax 
evasion. Such evidence is simply lacking here. Even when some (bank account) thresholds exist (below which 
no FATCA reporting is required), there is no proof that the information required above these thresholds 
contain a risk of tax evasion.  
 
Furthermore, in the event that a financial institution reports accounts with an amount below the thresholds at 
hand (which they often do in order to avoid compliance issues), the tax authorities of the EU/EEA Member 
States do not have any room under the FATCA agreements to delete the relevant accounts, which must be, 
nonetheless, automatically transmitted to the US tax authorities. As a “data controller” within the meaning of 
Directive 95/46/EC and the GDPR, a national tax authority in the EU must, at all times, have the capacity to 
halt the transfer of non-relevant data and fulfil its role as gatekeeper. Any arrangement that constitutes an 
obstacle to this possibility, is illegal. 
 
Finally, when analysing the proportionate character of a measure, its efficiency should also be taken into 
account. In this respect, the head of the US tax authority, IRS Commissioner Mr. Charles Rettig has admitted 
in a testimony of 17 March 2022 that FATCA data have not been really exploited as to date: 
 

“Limited IT resources preclude us from building adequate solutions for efficiently matching or 
reconciling data from multiple sources. As a result, we are often left with manual processes to 
analyze reporting information we receive. Such is the case with data from the Foreign Account 
Tax Compliance Act (FATCA). Congress enacted FATCA in 2010, but we have yet to receive 
any significant funding appropriation for its implementation. This situation is compounded by 
the fact that when we do detect potential non-compliance or fraudulent behavior through 
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manually generated FATCA reports, we seldom have sufficient funding to pursue the 
information and ensure proper compliance."10 

 
This calls a serious doubt on the efficiency of the FATCA arrangements and, hence, on the proportionality of 
those arrangements.  
 
In a report of 7 April 2022 the US Treasury Inspector General for Tax Administration (TIGA) has quantified 
this screaming lack of efficiency of the FATCA measures11. Whereas the implementation of FATCA has 
costed about half a billion of US dollars to the IRS, billions of euros to the EU/EEA financial institutions and 
loads of troubles for the data subjects concerned and the accidental Americans in particular (financial 
institutions refuse to open an account or to further service them, …), the IRS has recovered only 14 million 
US dollars on the basis of its FATCA compliance activity (p. 22). More importantly, the report came to the 
finding that the IRS does not really leverage on FATCA data and did not follow its own compliance roadmap 
(p. 19): 
 

“However, in July 2018, we reported that the IRS had not updated the FATCA Compliance 
Roadmap since January 2016 and had taken limited or no action on a majority of the planned 
activities outlined in it.42 By October 2018, the IRS departed from the Compliance Roadmap 
and has not developed a revised comprehensive plan to manage efforts to leverage FATCA data 
to improve taxpayer compliance.” 

 
 

4. Immediate action needs to be taken 
 
In the light of the serious violations of EU/EEA data protection law set forth above and the actual risk that 
EU/EEA Member States and the EU institutions seem to be unwilling to take appropriate actions, we urge the 
EDPB as well as its members to remediate this situation.  
 
We believe that the EDPB, as the case may be via its members (i.e., the national data authorities), should 
urgently request from the respective EU/EEA Member States the results of the assessment of their FATCA 
agreements, as requested by the EDPB in its letter of 13 April 2021.   
 
For those EU/EEA Member States that do not respond in a satisfactory manner to this request, we call upon 
the different national data protection authorities to take enforcement measures, it being understood that the 
lack or a delay in delivery of the assessment is in itself a violation of the GDPR and, more particularly, the 
accountability principle.  
 
Furthermore, we recall that the CJEU has confirmed in the seminal Schrems II-case that national supervisory 
data protection authorities have the obligation12 “to suspend or prohibit a transfer of personal data to a third 
country if, in its view, in the light of all the circumstances of that transfer” no valid transfer mechanism can be 
applied and “where the controller or a processor has not itself suspended or put an end to the transfer”. 
 
In this context, we would also like to remind that the EDPB has, per article 70 GDPR, the mission to ensure a 
“consistent application” of the GDPR. Even when it is true that each EU/EEA Member State signs a bilateral 
FATCA agreement with the US, these agreements are all based on the same templates so that all EU/EEA 
Member States have more or less the same data protection issues in this respect. 
 
 

* 
*   * 

 

                                                 
10 https://www.irs.gov/newsroom/written-testimony-of-charles-p-rettig-commissioner-internal-revenue-service-before-
the-house-ways-and-means-committee-subcommittee-on-oversight-on-the-filing-season-and-irs-operations 
11 https://www.treasury.gov/tigta/auditreports/2022reports/202230019fr.pdf#page18 
12 In cases such as the present case where the international transfer is not covered by an adequacy decision of the 
European Commission. 
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Yours sincerely, 
 
 
 
 
Fabien Lehagre       Vincent Wellens 
President of the       NautaDutilh 
Association des Américains Accidentels 
 

 
 
 
Copie to : 
 
Austria Belgium 
Österreichische Datenschutzbehörde Autorité de la protection des données - 

Gegevensbeschermingsautoriteit (APD-GBA) 
dsb@dsb.gv.at       contact@apd-gba.be 
 
Bulgaria      Croatia 
Commission for Personal Data Protection  Croatian Personal Data Protection Agency 
kzld@cpdp.bg      azop@azop.hr 
 
Cyprus       Czech Republic 
Commissioner for Personal Data Protection  Office for Personal Data Protection 
commissioner@dataprotection.gov.cy   posta@uoou.cz 
 
Denmark      EDPS 
Datatilsynet      European Data Protection Supervisor 
dt@datatilsynet.dk     edps@edps.europa.eu 
 
Estonia      Finland 
Andmekaitse Inspektsioon    Office of the Data Protection Ombudsman 
info@aki.ee      tietosuoja@om.fi 
 
France       Germany  
Commission Nationale de l'Informatique et   Der Bundesbeauftragte für den Datenschutz und die  
des Libertés       Informationsfreiheit 
https://www.cnil.fr/en/contact-cnil   poststelle@bfdi.bund.de 
       laendervertreter@datenschutz-bayern.de 
 
 
Greece       Hungary 
Hellenic Data Protection Authority Hungarian National Authority for Data Protection and 

Freedom of Information 
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contact@dpa.gr privacy@naih.hu 
 
Ireland Italy 
Data Protection Commission Garante per la protezione dei dati personali 
info@dataprotection.ie segreteria.stanzione@gpdp.it  
 
 
Latvia Lithuania 
Data State Inspectorate State Data Protection Inspectorate 
pasts@dvi.gov.lv ada@ada.lt 
 
Luxembourg Malta 
Commission Nationale pour la Protection des Données Office of the Information and Data Protection 

Commissioner 
 
info@cnpd.lu idpc.info@idpc.org.mt 
 
Netherlands Poland 
Autoriteit Persoonsgegevens Urząd Ochrony Danych Osobowych 
info@autoriteitpersoonsgegevens.nl kancelaria@uodo.gov.pl dwme@uodo.gov.pl 
 
Portugal Romania 
Comissão Nacional de Proteção de Dados National Supervisory Authority for Personal Data 

Processing 
geral@cnpd.pt anspdcp@dataprotection.ro 
 
Slovakia Slovenia 
Office for Personal Data Protection of  Information Commissioner of the Republic of  
the Slovak Republic  Slovenia 
statny.dozor@pdp.gov.sk gp.ip@ip-rs.si 
 
Spain Sweden 
Agencia Española de Protección de Datos Integritetsskyddsmyndigheten 
internacional@aepd.es imy@imy.se 
 
Iceland Liechtenstein 
Persónuvernd Data Protection Authority 
postur@dpa.is info.dss@llv.li 
 
Norway 
Datatilsynet 
postkasse@datatilsynet.no 
 
European Commission European Parliament 
bruno.gencarelli@ec.europa.eu PETI Commission 
emmanuel.crabit@ec.europa.eu d.montserrat@europarl.europa.eu 
 


